
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Certificate of 
Cloud Security Knowledge V5 



About 
The Course 

The CCSK Foundation course helps you to deep learn and starts with the 

fundamentals, then increases in complexity as it works through all 12 

domains of the CSA Security Guidance, recommendations from the 

European Union Agency for Network & Information Security (ENISA), 

and an overview of the Cloud Controls Matrix. 

 

 
Duration  
24 hours /3 days 



Course outline 
 
 
 
 
 

 

DOMAIN 1 

Cloud 

Computing 

Concepts and 

Architectures 

DOMAIN 2 
                    Cloud   

Governance  

and Strategies

 
 
 
 
 
 
 
 

 

DOMAIN 3 
          Risk, Audit 

          and Compliance 
 
 
 

 
 
 
 

DOMAIN 5 
Identity 

and Access 
Management

     DOMAIN 4    

Organization 

Management 

 

 
 
 
 
 

 
 

DOMAIN 6 

Security 

Monitoring



Course outline 
 
 
 
 
 

 

DOMAIN 7 
          

            Infrastructure  
             and 

            Networking 

 DOMAIN 8 
 

Cloud Workload    
 Security

 
 
 
 
 
 
 
 
 
 
 
 

 

DOMAIN 9 

Data 

Security 

 
 
 
 
 
 
              DOMAIN 11 
                Incident        
                Response 
                   and            
               Resilience

                  DOMAIN 10 

Application 

Security 

 
 
 
 
 
 
                 DOMAIN 12 

Related 

Technologies 

 and Strategies



Course Add Value 
 
 
 

 
Learning how to prove your efficiency in 
key cloud security issues through an 
organization that specializes in cloud 
research. 

 

 

 
Complement other credentials such as the 
CISA, CISSP, and CCSP. 

 

 

 
learn how to Demonstrate, identify your 
technical knowledge, skills, and abilities 
to effectively use controls tailored to the 
cloud. 

 

 

 
Increasing employment opportunities by 
filling the skills gap for cloud-certified 
professionals. 

 

 

 
Learn to establish a baseline of security best 
practices when dealing with a broad array of 
responsibilities, from cloud governance to 
configuring technical security controls. 



Course Prerequisite 
 
 

 
Have a deep basic knowledge in Network and 

web technology. 
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